NuadopMmanmnoHHas MaMATKA A/ 00y4aronuxXcs

AJIA PA3MEIIICHUA HA O(I)I/IIII/IaJII)HI)IX I/IHTepHeT-pecypcaX
C KaXApIM TOIOM MOJIOJIE’KH B WHTEPHETE CTAaHOBUTHCA OOJIbIlle, a IIKOJIBHUKUA OJIHHM U3 CaMBbIX
aKTHUBHBIX IOJIb30BaTesiell PyHera. Mexay TeM, MOMHMO OTPOMHOIO KOJIHWUYECTBAa BO3MOXKHOCTEH,
MHTEPHET HeceT U Mpo06eMbl. JTa IaMATKA JOJKHA TOMOYb TeOe 6e3011acHO HaXOAUTHCSA B CETH.
KomMmnbroTepHble BUPYCHI
KoMmbioTepHBIN BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOTPAMM, OTJIMYUTEIHHOMN
0COOEHHOCTBI0O KOTOPOU fABJISETCA CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomosiHeHHe K 3TOMY, BHPYCHI
MOTYT IIOBpeJUTh WJIM IIOJTHOCTBIO YHUUTOXKUTh Bce ailsibl U JJaHHBIE, IIOJIKOHTPOJIbHBIE
IIOJIb30BATEI0, OT UMEHU KOTOPOTO ObLIa 3amylieHa 3apaXkéHHas IPOrpaMMa, a Tak:Ke MMOBPEAUTD WU
Jla’ke YHUUTOXKUTD OIIEPAIMOHHYIO CHUCTEMY CO BceMU (daiiylaMu B 1esioM. B GOJIBIIMHCTBE CIy4yaeB
PacCIpOCTPaHAIOTCS BUPYCHI Yepe3 UHTEPHET.
MeTo/1bI 3aLIIUTHI OT BPEAOHOCHBIX IPOTPAMM:
1. Mcnosb3yli coBpeMeHHbIe OllepallMOHHble CUCTEMBI, UMeIoIle CepbE3HBIN YPOBEHb 3AIUTHI OT
BP€EJIOHOCHBIX IIPOTPaMM;
2. [TocTosiHHO ycTaHaBIMBaM auTu (U POBBIE 3aIJIATKH, KOTOPbIE ABTOMATHYECKU YCTAaHABIUBAIOTCS
C IeJBI0 OPa0OTKM MPOrPaMMbI) U APyrue OOHOBJIEHUS CBOEU ONepaIrlMOHHOM cucreMbl. CKaunBau
UX TOJMBKO ¢ odumuasbHoro cauwra paspaborunka OC. Ecau  cymiecTByeTr  pekum
aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;
3. Paboraii Ha cBoeM KOMITBIOTEpE IO IIPABaMU I10JIb30BaTeJsA, a He /IMUHUCTPATOPA. TO HE TIO3BOJIUT
OOJIBIIMHCTBY BPE/IOHOCHBIX IIPOIPAMM WHCTJUIMPOBATHCA HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEDE;
4. UWcnonp3yll aHTHUBUPYCHble TIIpOrpaMMHBIE IIPDOAYKTBHl U3BECTHBIX INPOU3BOAUTENIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;
5. Orpanuub pU3NYeCKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;
6. Vcnosp3yll BHEIIIHNE HOCUTEIU WH(pOpMaLU, TaKue Kak (piemika, IUCK Win (ailyl U3 UHTEPHETA,
TOJIbKO U3 PO epeHHbIX HCTOUHUKOB;
7. He OTKpbIBail KOMIIbIOTEPHBIE (DAMIIBI, TOJTyUEHHBIE U3 HEHAEXKHBIX UCTOUYHUKOB. Jlaxke Te daiispl,
KOTOPBIE IIPUCJIAJ TBOM 3HAKOMBIH. JIydIlle yTOUHU Y HETO, OTIPABJIAI JIU OH Tebe uX.
Cetu WI-FI
Wi-Fi - 910 He BU/ nepefaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHi, Mapka. Eie B 1991 roay
HUJIEpJIaHJICKasi KoMIlaHusl 3aperucrpupoBasia 6peHys « WECA», uTo 0003HAYasio CJI0BOCOUETAHUE
«Wireless Fidelity», KoTopsbIii mepeBOIUTCS KaK «OeCIIPOBO/THAS TOUHOCTDY.
Jlo Hamiero BpeMeHU JolLIa Apyras ab0peBuarypa, KOTOpas sIBJISIETCS TaKOU K€ TEXHOJIOTHEN. JTO
abbpeBmnatypa «Wi-Fi». Takoe HazBaHme ObUIO JAHO C HAMEKOM Ha CTaHZAPT BBICIIUN 3BYKOBOU
texHuku Hi-Fi, 4To B mepeBo/ie 03HAUAET «BBICOKAS TOUHOCTbY.
Jla, 6ecniyiaTHBIN UHTEPHET-/IOCTYII B Kade, 0TesIAX U adPONOPTax ABJAETCA OTJIUYHON BO3MOKHOCTHIO
BBIXOJIa B MHTEepHET. HO MHOTHE 5KCIEepPTHl CYUTAIOT, YTO obmienocTynuble Wi-Fi ceTu He ABJsOTCA
0e30macHbIMU.
CoBeTbl 10 6€3011aCHOCTH paboTe B OOIIEAOCTYITHBIX ceTsax Wi-fi:
1. He mepenaBaii cBoro yimuHyo mHpopManuio dyepe3 obmenocrymasie Wi-Fi cetun. Paboras B HuX,
»KeJIaTeJIbHO He BBOJIUTD ITAPOJIU JJOCTYTIA, JIOTUHBI I KAKHE-TO HOMEPA;
2. Vicrioytb3y¥i 1 OOHOBJISIM aHTHBUPYCHBIE ITPOTPAMMBbI 1 OpanaMayep. TeM camMbIM ThI 00€30IaCHIITb
cebs1 OT 3aKauKU BUPyca HAa TBOE YCTPOMCTBO;
3. ITpu ucnosipzoBanuu Wi-Fi otkatoun pyHKImio « O0IIHH JOCTYII K (aityiaMm v mpuHTepaM». JlanHas
(pyHKIIMA 3aKpBITA [0 YMOJIYAHUIO, OJHAKO HEKOTOPBIE NOJIb30BATEIN aKTUBUPYIOT €€ AJs yAo0cTBa
HCIIOJIb30BaHUSA B paboTe wiu yuebe;
4. He wucrnonpayit myosmumunbiii WI-FI 11 mepezmaum JIMYHBIX JAHHBIX, HAIIPUMeED /I BBIXO/a B
COLIMaJIbHBIE CETH WJIU B BJIEKTPOHHYIO IIOYUTY;
5. osie3y# ToJIbKO 3amuineHHoe coenuenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-aapeca
BBOJIM UMEHHO «https://»;
6. B mobunpHOM Tenedone oTkiatoum QyHkimio «Iloaxmouenne k Wi-Fi aBromatmuecku». He
JIOITyCKAall aBTOMATHUUECKOTO MOAK/IIOUEHUs yCTporcTBa K ceTsam Wi-Fi 6e3 TBoero corsiacusi.
ConuaspHbIE CETH
ConasibHbIE CETH AaKTUBHO BXO/IAT B HAIILY KHU3Hb, MHOTHE JIIOIN pAOOTAIOT U KUBYT TaM IOCTOSTHHO, a
B Facebook yke 3apeructprupoBan MULIHap/, Y€JI0BEK, UTO ABJISIETCA OJHOU CEeAbMOU BCEX KUTEIen
IUIaHeThl. MHOTHE MO0JIb30BaTeN He IOHUMAIOT, YTO HHGOpMAaIys, pa3MellleHHasd UM B COITUAIbHBIX
ceTsAX, MOXKeT ObITh HailileHa U UCIO0Jb30BaHA KeM YTOZHO, B TOM YHCJIe He 00A3aTesIbHO C 0JarumMu
HaMepeHUSIMU.



OCHOBHBIE COBETHI 110 HE30MIACHOCTH B COI[UAIBHBIX CETAX:

1. OrpaHuyb CIUCOK JIpy3eil. Y TeOs B IPy3bsaX He OJKHO OBITh CIIydailHbIX U HE3HAKOMBIX JIIO/IEH;

2. 3amuiiai cBO YaCcTHYIO KU3Hb. He ykaspiBall maposiu, TeaedoHbl, aJipeca, aTy TBOETO POKAEHU
U JIPYTYIO JINYHYI0 UHGOPMAIUIO. 37I0YMBIIIIEHHUKN MOTYT MCIIOJIb30BaTh IaXke HH(OPMAIIUIO O TOM,
KaK Thl ¥ TBOU POJIUTEJIU IJIAHUPYeTe IPOBECTH KaHUKYJIbI;

3. 3amuiai CBOI pemyTaIyio - JIEp>KU ee B UHUCTOTe U 33/1aBail cebe BOIPOC: XOTeJ OBbI ThI, UTOOBI
ZIpyTHeE TO0JIb30BaTEN BUEIU, YTO THI 3arpykaemb? Ilogymai, nmpex/e 4eM 4YTO-TO OIyOJIMKOBATH,
HaIMcaTh U 3arpy3UTh;

4. Ecaiu THI TOBOpPUIIIB C JIIO/IBMU, KOTOPBIX He 3Haelllb, HE UCIOJIb3yU CBOE peayibHOe UM U JIPYTYIO
JIMYHYTI0 HHPOPMAITUN: UM, MECTO KUTEJILCTBA, MECTO yueObl U IIPOYeE;

5. 36eraii pazmemenusa ¢ororpaduii B IHTEpHETE, T/e Thl N300pakeH Ha MECTHOCTH, IT0 KOTOPOM
MOKHO OIIP€eZIeJINTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpaiuu B COUAIBHOMN CETH HEOOXOAMMO HCIIOJIH30BATh CJIOKHBIE TTAPOJIU, COCTOAIINE U3
OykB 1 udp U ¢ KOJTUUYECTBOM 3HAKOB He MeHee 8;

7. JI71d conmaabHOU ceTH, MOYTHI U APYTUX CAUTOB HEOOXOIMMO MCIIOIB30BaTh pa3Hble maposu. Toraa
ecy1y Tebs B3JIOMAIOT, TO 3/I0YMBIIIJIEHHUKH ITOJIyYaT JOCTYT TOJIBKO K OTHOMY MECTY, a He BO BCe Cpa3y.
AJIeKTPOHHBIE JE€HbIU

JJIEKTPOHHBIE JIEHI'M — 3TO OYEHBb YAOOHBIA CIOCOO IUIaTe)Kel, OAHAKO CYIIECTBYIOT MOIIIEHHUKH,
KOTOPBI€e XOTSAT MOJIYUYUTh 3T JIEHbTH.

OeKTPOHHBIE JIeHbI'N MTOABUWINCH COBCEM HEJJaBHO U UMEHHO M3-3a 3TOI'0 BO MHOT'HIX I'OCy/IapCTBax 7|0
CUX TIOp He MPOMHCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (PYHKIIMOHUPYIOT U O HUX y3Ke IPOMHCAHO B 3aKOHE, T7e UX Pa3/esiaioT Ha HECKOJIbKO
BU/IOB - AaHOHUMHBle U He aHOHUMHBIe. PasHHUIla B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPBIX
paspemniaeTcsi MTPOBOAUTH olleparuu 0e3 wuAeHTU(GUKAIUN T[I0JIb30BaTeIsA, a B HEAHOHUMHBIX
UeHTUDUKAIIIY TT0JIb30BATENSA SABJISETCS 003aTeTbHOM.

Taxoke ciemyeT pa3iuyvaTh 3JI€KTPOHHbIE ¢UaTHBIE JeHbI'W (PaBHBI TOCYAAPCTBEHHBIM BAJIOTaM) U
3JIEKTPOHHbBIE He(pUATHBIE IEHbIU (He PaBHBI TOCY/IaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 10 Oe30macHOl paboTe ¢ 371eKTPOHHBIMU JIeHbraMu:

1. [IpuBsku K cuyeTy MOOWIBHBIN TesieOH. DTO caMblil YZIOOHBIA M OBICTPBIN CIIOCOO BOCCTAHOBUTH
ZIOCTYII K cueTy. [IpuBs3aHHBIN TesnedOH IMOMOKET, ecyiu 3a0y/elTb CBON ILUIATEXKHBIM MMapOJIb WA
3al/lelIb Ha CAUT C HE3HAKOMOTI'0 YCTPOMCTBA;

2. Mcrioe3yit ofHOpa3oBeie maposu. Ilociie mepexosa Ha yCUJIEHHYIO aBTOPU3aNHIoO Tebe yiKe He OyieT
YTPOXKATh OMACHOCTh KPAKU WM IlepexBaTa IUIaTEKHOTO MapoJis;

3. Beibepu ciioxubIN naposk. [IpectynHukam Oy/ieT HE IPOCTO yTaJiaTh CJI0KHBIN aposb. HagexHbie
MapoJii — 3TO MapoJid, KOTOPBIE COZep>KaT He MeHee 8 3HAKOB U BKJIIOYAIOT B ceOsA CTPOUYHBIE U
mponucHble OyKBbI, HUMPBI U HECKOJIBKO CHMBOJIOB, TaKHWe KaK B3HaK Jojuiapa, ¢yHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanipumep, StROng!;;

4. He BBOAY CBOM JINUHBIE JTAHHBIE HA CAUTaX, KOTOPHIM HE JJOBEPSEIIIb.

AJIeKTPOHHAA IIOHTA

OJIeKTPOHHAS IIOYTa — 3TO TEXHOJIOTHUS U MPEIOCTABIsIEMbIE €10 YCIIYTU IO MEPEChUIKE U MOIYIEHHUIO
3JIEKTPOHHBIX COODIEHU, KOTOPBIE PACIPEAEAIOTCH B KOMIIBIOTEPHOU ceTu. OOBIYHO 3JIEKTPOHHBIN
TIOYTOBBIU AIIUK BBITVIAAUT CIIEAYIOIIUM 00pa3oM: UMs_I0JIb30BaTeNIA@uUMs_JioMeHa. Tak:ke KpoMme
Iepe/iauul IPOCTOr0 TEKCTA, UMeeTCs BO3MOKHOCTD epeiaBaTh (Haiiibl.

OcHOBHBIE COBETHI 0 6e30MMacHOM paboTe ¢ 5JIEKTPOHHON IOYTOM:

1. Hayio BrIOpaTh MpaBUJIBHBIN MOUTOBBIN cepBUC. B MHTEpHETE eCTh OTPOMHBIN BHIOOP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, O/THAKO JIyUIlle JOBEPATH TeM, KOTO 3Haelllb U KTO IIePBbII B PEUTHUHTE;

2. He ykaspiBali B JIMYHON 1mOoYTe JIMYHYIO wuHopmamnuow. Hampumep, Jydine BbIOpaTh
«MYy3bIKaJIbHBIN__(haHAT@ » WUIIH «POK2013» BMecTO «TeMal3»;

3. Hcnosp3yit [ABYX3TallHYI0 aBTOpU3AIUI0. IJTO KOTJIa MOMHMO IIapojis HYKHO BBOJUTH KO,
npuckLIaeMbiii o SMS;

4. BpiOepu CIOKHBIA TapoJib. Il KaKAOTO MOYTOBOTO SAIIWKA JOJIKEH OBITh CBOU HAJIEKHBIM,
YCTOUYHUBBIU K B3JIOMY I1apOJIb;

5. Ecyt ecTh BO3MOKHOCTH HAMMCATh CAMOMY CBOU JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTD;

6. Mcnosb3yll HECKOJIBKO IIOYTOBBIX AIIUKOB. IlepBBIM I YaCTHOW IEPENHCKH C ajpecaTaMu,
KOTOPBIM ThI J0Bepsellb. JDTO 3JeKTPOHHBIM a/Jipec He HaJ0 HCIOJIb30BaTh MPHU PETUCTPAIUU Ha
dopymax u caiitax;

7. He oTkpbIBail (paiiyibl U Apyrye BJIOKEHUSA B MHUChMAX JIAKe €CJIM OHU MPUIIA OT TBOUX JAPY3eH.
Jlyuiie yTOUHH y HUX, OTIIPABJISIN JIM OHU Tebe 3TU (ailyisl;



8. Ilocse okoHUaHUsA pabOThl HA ITOYTOBOM CEPBUCE IeEPe] 3aKPhITUEM BKJIAJKU C caliToM He 3a0y/b
Ha’KaTh Ha « BBIMTH».

KubepOysIsIuHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO

KubepOy/utMHT —  TpecyieloBaHUE COOOIIEHUAMH, COZEPKAI[UMU OCKOpOJIEHUs, arpeccuio,
3allyTUBaHUe; XYJIUTAHCTBO; COIMAJIbHOEe OOWKOTHpPOBAaHME C IIOMOIIBIO PAa3JIUUYHBIX HWHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KUOEPOYITTMHTOM:

1. He 6pocatica B 60i1. JIyumuii criocob: mocoBeTOBATHCA KaK ceOs1 BECTU U, €CJIU HET TOTO, K KOMY MOKHO
00paTuThCA, TO BHAUAJIE YCIOKOUThCA. ECu ThI HAUHENIh OTBEYATh OCKOPOJIEHUAMH Ha OCKOpPOJIeHu,
TO TOJIBKO el1le OOJIbIIIe Pa303KIKeITb KOH(IIUKT;

2. YpasJiaii cBoel kubeppernyTaruen;

3. AHOHUMHOCTh B ceTu MHuUMasg. CyIIecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 32 AHOHUMHBIM
aKKayHTOM;

4. He crout BecTu XyJIuraHckuii o0pa3 BUPTYaJIbHOM KU3HU. VIHTepHET (PUKCUPYET BCE TBOU JIEHCTBUA
U COXpaHseT UX. YIAJIUTh ux OyJieT KpaliHe 3aTPYAHUTEIBHO;

5. Cobutroz1aii CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyéhi eauHUYHBIA HeraTuB. OJHOpPA30Bble OCKOPOUTEIbHBIE COOOIIEHUA JIydllle
urHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcsa Ha HaYaJIbHOM CTaUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COIUATIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKUPOBKHU OTIIPABKH COOOIIIEHUHU C OTIpe/IeIEHHBIX a/IPECOB;

8. Eciiu ToI cBUZIeTENTD KNOEpOysUTHHTA. TBOM /1elicTBUA: BBICTYIIUTD IIPOTUB IIPECIe0BATEA, TIOKA3aTh
€My, YTO €ero /JelCTBUS OIEHUBAIOTCA HEraTUBHO, IOJJIEPXKATh IKEPTBY, KOTOPOH HYyKHA
TICUXO0JIOTUUECKasi TIOMOIIb, COOOIINTD B3POCIBIM O (paKTe arpECCUBHOTO IMOBEIEHUSA B CETHU.
MobubHBIH TeedoH

CoBpeMeHHbIE CMapT(OHBI U IJIAHIIETHI COAEPIKAT B ceOe BIOJIHE B3POCIBIN (YHKIIMOHAT, U TEIEpPh
OHU MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMHU KoOMIIbloTepamMu. OJIHAKO, CPEACTB 3allUTHI JJIA
OT00HBIX YyCTPOUCTB ITOKA OYEHb Masio. TecTHpOBaHME U OUCK ysI3BUMOCTEH B HUX IIPOUCXOUT HE TaK
WHTEHCUBHO, Kak 1 [1K, To ke camoe KacaeTcs: 1 MOOMJIbHBIX TPUJIOKEHU.

CoBpeMeHHbIe MOOWJIbHBIE Opay3epbl y»Ke MPAKTHYECKH JIOTHAJIM HACTOJIbHBIE QHAJIOTHU, OJIHAKO
pacmupenue ¢GyHKIIHOHAJIA BJIeUeT 32 COO0M OOJIBIIYIO CJIOKHOCTh Y MEHBIIIYIO 3aIUIIIEHHOCTD.
Jlaneko He Bce MPOU3BOIUTEIH BBIIIYCKAIOT OOHOBJIEHU S, 3aKPBIBAIOIINE KDUTHUECKHE YI3BUMOCTH JJIS
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30TIaCHOCTH MOOMJILHOTO TestedoHa:

1. Huuero He sBJseTCs no-HacrosmeMy 6eciuiaTHeIM. Byib ocTopokeH, Beib Koryia Tebe mpe/jiaraor
OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE YCIIYTH;

2. [Tlymaii, mpexze ueM oTpaBuTh SMS, ¢oto wiu Buzeo. Trl TOUHO 3HAEIITb, T7ie OHU OY/IyT B KOHEYHOM
urore?

3. Heo6xoiMo 0OHOBJIATE OIIEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. ictiosib3yil aHTUBUPYCHBIE IPOTPAMMBI 151 MOOWIBHBIX TeJIE(OHOB;

5. He 3arpy:kaii mpuaoKeHUsI OT HEM3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COJIEPKATH BPETOHOCHOE
IIporpaMMHOe o0OecIieueHue;

6. ITocse TOro Kak ThI BBIMENIb C CaWTa, IJ/le BBOAWI JIMUHYI0 HH(OOPMAIUIO, 3aU/I1 B HACTPOUKH
Opaysepa u yaanu cookies;

7. Illeproguuecku MpoOBePsH KaKue MJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. [laBaii cBOIf HOMeEpP MOOHUIBHOTO TejiehOHA TOJIBKO JIIOAAM, KOTOPBIX ThI 3HAEIIb U KOMY JIOBEPSIEIIID;
9. Bluetooth mosxeH OGBITH BBIKJIIOUEH, KOTZ[a ThI UM He TOJIb3yelbes. He 3a6bI1Bail MHOT/IA TTPOBEPSTH
3TO.

Online urpser

CoBpeMeHHbIEe OHJIAH-UTPHI - 3TO KPACOYHbBIE, 3aXBATHIBAIOIINE PAa3BIeUeHUs, 00BEAUHIONIE COTHU
THICAY 4YeJOBeK IO BceMy Mupy. VITpOKU HCCIeAyIOT JaHHBIM UM MUp, OOIIAIOTCA JIPYT € APYTrOM,
BBITIOJTHAIOT 33JJaHUs, CPAXKAIOTCA C MOHCTPAMHU W IOJIYYAIOT OMBIT. 3a YZOBOJIBCTBHE OHU ILJIATAT:
MIOKYTIAIOT IUCK, OIUIAUUBAIOT aDOHEMEHT WJIN IPHUOOPETAIOT KaK1e-TO OIIIUH.

Bce sTu cpencTBa uAyT Ha MOAJAEp:KaHUE U PAa3BUTHE WUIPHI, a TakKe Ha caMy 0e30IacHOCTH:
COBEPIIIEHCTBYIOTCSA CUCTEMbI aBTOPU3AI[UM, BBHIMIYCKAIOTCA HOBbIE maT4yd (IU@pPOBbIe 3aIIATKU JJIA
IpOrpaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1o00HBIX UTPAX CTOUT OIACATHCSA HE CTOJIBKO CBOUX COTIEPHUKOB, CKOJIBKO KPaXKH TBOETO MapoJid, Ha
KOTOPOM OCHOBaHAa CHCTEeMa aBTOPU3AINH OOJIBIITMHCTBA UTP.

OCHOBHBIE COBETHI 10 OE€30TIaCHOCTU TBOETO UTPOBOTO aKKAYHTA:



1. Ecsint ipyroii urpok BejieT ce0s IJI0OXO WJIU CO3/aeT Tebe HeNpUATHOCTH, 3a0JIOKUPYH ero B CIIUCKe
HUTPOKOB;

2. [Toxkamyiicss aAMUHUCTPATOPaM UTPHI Ha IVIOX0€ OBeJIeHNe 3TOTO UTPOKA, KeJIaTebHO IPUI0KUTD
KaKue-TO JI0Ka3aTebCTBA B BU/IE CKDHUHOB,

3. He yxasbiBaii inunyto nHpopMaiuio B mpodaiisie Urpsi;

4. YBaxkall IpyTUX y9aCTHUKOB II0 UTDE;

5. He ycranasiuBaii HeodunuaabHble IaTYU U MOJIbL;

6. Mcnosib3yli c10:KHBIE U PA3HbIE TAPOJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJII0YaTh aHTUBUPYC. IToKa THI urpaelb, TBOI KOMIIBIOTEP MOTYT
3apa3uTh.

QUIIMHT WK KpaXka JIMYHBIX JAHHBIX

OOBIYHOM KpaXKel JieHeT U JIOKYMEHTOB CEeTO[HS y?Ke HUKOTO He YAUBHIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIIJIEHHUKY IT€PEMECTUIIUCH B UHTEPHET, U IMIPOJ0/IKAIOT 3aHUMAThHCA «JIFOOMMBIM »
ZI€JIOM.

Tak mosBWJach HOBasg yrpo3a: WHTEpPHET-MOIIeHHHWYecTBa WU (QUIIUHT, IJIaBHAA IeJb KOTOPOTO
COCTOUT B NOJIydeHMU KOHOMUJAEHIMAIbHBIX JIAHHBIX II0JIb30BaTeJed — JIOTMHOB W mapoJsiedl. Ha
aHIJIHHCKOM s3bIKe phishing unTaercsa kak pumuHr (ot fishing — peiOHast 10BJIs1, password — mapoJib).
OcHOBHBIE COBETHI 10 OOpHOE ¢ PUITUHTOM:

1. Ciegu 3a cBOoMM aKKayHTOM. Ecjiu Thl MOJ03peBaelib, YTO TBOSA aHKeTa ObLyla B3JIOMaHA, TO
He0oOX0MMO 3a0JIOKMPOBATH €€ U COOOIIUTH /IMUHICTPATOPaM pecypca 00 3TOM KaK MOKHO CKODee;
2. Mcniop3yit 6e30macHbIe BEO-CAlThI, B TOM YHCJIE, MHTEPHET-Mara3uHoOB U TOMCKOBBIX CHCTEM;

3. Ucmonb3y#l cioxkHble HW pasHble mnapoiaud. Takum obOpaszoMm, eciau TebA B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKU IIOJIy4aT AOCTYII TOJIBKO K OJHOMY TBOEMY ITPO(IJIIIO B CEeTHU, a He KO BCeM;

4. Eciu Tebs1 B3s1oMau, To HEOOXOAMMO PEAYIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE 100aBJIEHBI Y
TeOs B IPY3bAX, O TOM, UTO T€OS B3JIOMATH U, BO3MOXKHO, OT TBOETO UMEHU OY/IET PACChUIATHCSA CIIaM U
CCBUIKU Ha (DUILIMHTOBBIE CAUTHI;

5. YcranoBH HazlexKHBIN n1apoib (PIN) Ha MoOWIBHBIH TesiedOH;

6. OTKJIIOUU cOXpaHEeHUe MmapoJis B Opaysepe;

7. He oTkpeiBail ¢aiiyibl U JIpyrue BIOXKEHUSA B MMCbMAax Ja)kKe eCjIM OHU IPUIIIA OT TBOUX APY3eil.
Jlyudiiie yTOYHU y HUX, OTIIPABJISJIN JIM OHU TeOe 5TU Haiibl.

Hudposas pemnyranus

[MudpoBasd pemyranus - O5TO HeraTUBHAs WM TMO3UTHBHasg wuWHoOpMAINUsa B CceTH O Tebe.
Kommpomerupyromas wuHbOpMaIyusa pas3MelleHHas B HHTEPHETE MOXKeT Cepbe3HBIM 00pa3zom
OTpPasuTbCAd Ha TBOEU peaysbHOU KU3HU. «l[udpoBas pemnyranusa» - 5TO TBOH HMU/K, KOTOPBIN
¢opmupyetcs u3 nuadopmanuu o Tebe B UHTEPHETE.

TBOe MecTO KUTeJIbCTBA, yuebbl, TBoe GUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTU XapaKTepa U paccKasbl O
OJTM3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHor#e NoJIpOCTKY JIETKOMBICJIEHHO OTHOCATCSA K IMyOJIMKanuy JUYHON nHpopMarun B IHTepHETe, He
MMOHUMAasA BO3MOXKHBIX IMOCTeACTBUN. ThI Jja’ke He CMOXKEIIb J0TafaThCsl O TOM, uTO ¢oTorpadus,
pasMelnieHHas 5 JIeT Ha3aJl, CTajla IPUYNHON OTKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pazmellieHue TBoux ¢gotorpaduil U Apyrue AeUCTBUA MOTYT HE UCUE3HYTh JaXKe Iocye
TOTO, KaK ThI UX YAAIUIIb. Thl He 3HAEIb, KTO COXPAHWJI 3TY MH(GOPMAIIHIO, IT0I1aJIa JIU OHA B IOMCKOBBIE
CUCTEMBI U COXPAaHWJIACh JIU OHA, a TJIaBHOE: YTO IIOAYMAIOT O Tebe OKpy»Kalolllee JIIOAU, KOTOpble HalIyT
U yBUJAT 5T0. HaliTu mHGOpPMAIINIO MHOTO JIET CIyCTsI CMOKET JII000H - Kak U3 J00PBIX MO0YyKIeHUH,
TaK ¥ ¢ HAMEPEHUEM IPUUYUHUTD BPe. ITO MOXKET ObITH KTO YTOJTHO.

OcHOBHBIE COBETHI MO 3aIUTe MU(PPOBOI peIyTaI[UN:

1. [Togymaii, mpesk/ie 4eM 4TO-TO IyOJTMKOBATH U Iepe/1aBaTh y cebs B 6J10Te MU B COIMATBHOM CETH;

2. B HacTpoiikax npodusis ycTaHOBU OTPAHUUEHUS HA IIPOCMOTP TBOETo MPOGUIIA U ero COAepKUMOro,
c/iesial ero TOJIBKO «JJIsl IPy3€ei»;

3. He pa3smeinaii u He ykazpiBail HHGOPMAIIUIO, KOTOPAsA MOXKET KOTO-THO0 OCKOPOJIAThH UIH O0MKATh.
ABTOpCKOE IPaBO

CoBpeMeHHbIE IIKOJbHUKH- AaKTUBHBIE TI0JIH30BaTEHN ITU(PPOBOro mpocTpaHcTBa. OHAKO JTAJIEKO He
BCe 3HAIOT, YTO IT0JIb30BAaHNE MHOTHMHU BO3MOKHOCTAMH ITU(PPOBOro Mupa Tpebyet cobJII0ieHus ITpaB
Ha UHTEJUJIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTeIEKTyaJbHasi COOCTBEHHOCTh» OTHOCUTCA K PAa3JIUYHBIM TBOPEHHUAM YeJI0BEUECKOTO
yMa, HaurHasA ¢ HOBBIX U300peTEHNH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha TIPOIYKThI 1
YCJIYTU, U 3aKaHUYUBasA KHUTaMu, hotorpaduamu, KHHOGUIbMaMHU U My3bIKaJIbHBIMHU
MPOU3BEAEHUSAMU. ABTOPCKHE IpaBa - 3TO IIpaBa HAa WHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha



NIpOU3BE/IEHUA HAYKH, IUTEPATypbl MU MCKyCcCTBAa. ABTOpDCKHE IIpaBa BBICTYNAIOT B KadecTBe
rapaHTUyd TOrO, 4YTO



VHTeJJIEKTYaJIbHBIN/TBOPUECKUU TpyZ, aBTopa He OyzeT HamIpacHBIM, JacT €My CIIpaBefjIiBbIe
BO3MOXKHOCTH 3apaboTaTh HA pe3yJIbTaTaX CBOETO TPY/Ia, MOJIYIUTh U3BECTHOCTD U Npu3HaHue. HUKTo
0e3 paspeleHusl aBTOpa He MOXKET BOCIIPOM3BOAUTD €T0 IIPOU3BE/IEHNE, PACIPOCTPAHATD, IIyOJIMYHO
JEMOHCTPUPOBATh, IPOJABaTh, UMIIOPTUPOBATh, IIyCKaThb B IIPOKAaT, IyOJIUYHO UCIIOJHATS,
MIOKa3bIBATh/UCIIOJIHATH B 3¢Upe Win pa3MelaTh B VIHTepHeTe.

Vcriosib30BaHUEe «ITUPATCKOTO» MIPOTPAMMHOI0O O0ecrevueHus] MOXKeT IPUBECTU K MHOTUM PUCKAM: OT
IIOTEPHU JAHHBIX K TBOUM aKKAayHTaM /10 OJIOKUPOBKU TBOEro YCTPOMNCTBA, /e YCTAHOBJIEHHBIN He
JerasibHass mporpamma. He crouT Takke 3a0bIBaTh, YTO CYII[ECTBYET JIeTaJIbHble U OecCIIaTHbIE
IIpOrpaMMBbl, KOTOpble MOKHO HAUTH B CETHU.

O noprase

CeTeBUYOK.p( - TBOU IJIABHBIN COBETUUK B CETU. 3/IECh Thl MOXKEIb Y3HATh O OE30MMaCHOCTH B CETU
MOHATHBIM U JIOCTYIHBIM S3bIKOM, a IPU BO3HUKHOBEHUU KPUTHYECKON CUTyalliu OOpATHTHCA 3a
COBETOM. A Tak»Ke IIPUHATH YUacTHe B KOHKYPCaX U CTaTh CAMbIM IU(POBBIM rpakIaHUHOM !



